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The purpose of this policy is to operate in conjunction with the Safeguarding and Child Protection Policy, Mobile Phone and Camera Policy, Acceptable Use Policy and Data Protection/GDPR Policy. It sets out how the nursery keeps children safe when digital technology, the internet, online platforms, cameras, mobile devices and images are used within the setting, in line with current Department for Education guidance for early years providers and the EYFS safeguarding and welfare requirements.

Monkey Puzzle understands that new technologies have become integral in today’s society. The Internet and other digital and information technologies are powerful tools, which open up new opportunities for everyone. These technologies can stimulate discussion, promote creativity and increase awareness of context to promote effective learning. They can also significantly improve productivity in any workplace, and particularly in education environments of all types. 

Monkey Puzzle promotes the safe use of ICT, the Internet and online social platforms to ensure that everyone is kept safe, but also develop capability and understanding of technology and Internet in a modern era of digitalisation. 

Procedure 

The following section outlines the responsibilities of the nursery setting with relation to e-Safety.

· Safeguard children against exposure to any harmful or offensive content, or from being the subject of inappropriate contact via the Internet or ICT
· Teach children and families of appropriate online and digital conduct, to decrease risk of harm through the use of technology
· Assess and manage risks involved with the application of ICT in the setting, monitoring effectiveness of risk assessment and consequent e-Safety strategies
· Develop a consistent approach to e-Safety across all areas of nursery life, developing capability around ICT in Early Years
· Educate staff and parents about the key risks involved in Internet use and/or digital technologies for children 
· Practitioners help children to gain an effective understanding of when they might be at risk, including when using the internet, digital technology and social media and where to get support if they need it.
· Identify training for all staff to support the successful application of e-Safety measures throughout all areas of learning and nursery operations
· Provide staff guidance on the acceptable use of ICT and the Internet as a tool to support effective learning and development
· Outline consequences for any breach in company policy relating to e-Safety in accordance with our Staff Code of Conduct
· Monitor and maintain an e-Safety incident log to document any incidents
· Liaise with local authority/relevant bodies to stay up to date with current ICT initiatives
· Ensure a robust Risk assessment is completed to minimise the risk to all users, and this is reviewed frequently. 
· Ensure the Designated Safeguarding Lead has overall responsibility for online safety concerns, including ensuring incidents are recorded, responded to and escalated in line with safeguarding procedures.
· Have regard to children’s use of screens and digital devices, ensuring that technology is used purposefully to support learning and development and that sedentary screen time is avoided.
· Physical safety of users is considered e.g. posture of children/staff when using devices.
· Ensure children do not access or use internet-enabled devices, apps, video-sharing platforms or online content without close adult supervision and adult co-engagement.


Training and Education

All members of staff will be trained on the following areas relating to e-Safety. It is a joint responsibility to ensure staff members understand the acceptable use of ICT in education and: 
· Risks involved with using the Internet in education
· Procedures to follow in the event of an e-Safety incident
· Effective use of ICT for the purpose of learning and development for children
· Acceptable use of ICT in conjunction with the Acceptable Use Policy
· Staff should act as good role models in their use of digital technologies, the Internet and personal/mobile devices
· Staff must understand that online safety is part of safeguarding practice, including how to identify and report concerns relating to inappropriate online content, contact, conduct, image sharing, social media use, mobile devices and emerging digital risks.
· Staff will be supported to keep their online safety knowledge up to date through safeguarding training, policy updates, supervision and sharing of current DfE, local authority and recognised online safety guidance.

Young children should be supported to understand online safety in age-appropriate ways, within environments that promote safe behaviour and provide clear, accessible safety information and tools.
· Teach children the risks involved with the Internet and ICT
· Provide safe opportunities for children to explore ICT in the setting as a tool for learning and exploring the world around them
· Key e-Safety messages should be reinforced as part of a plan to educate children to make appropriate decisions when using ICT for learning
· Children will be supported, in an age-appropriate way, to understand what safe technology use looks like, including asking a trusted adult for help if they see or hear something online that worries them.

We recognise that sometime parents are less clear about their role in enabling children to manage the ‘virtual world’ and online risks in the same way that they manage risks inherent in the offline world. We will:
· Promote the importance of E-Safety to parents to help them keep their children safe in the home environment
· Provide support to parents on how to recognise the risks involved in use of ICT and Internet


Signposting and Support for Families

Monkey Puzzle recognises that supporting online safety does not end at the nursery door. We are committed to helping families navigate the digital world confidently and safely at home. To support this:
· We will share relevant, age-appropriate online safety information with parents and carers on a regular basis, through newsletters, noticeboards and parent communications
· We will signpost families to trusted external resources to help them manage their children's use of technology at home, including: 
· NSPCC (nspcc.org.uk/online-safety & www.nspcc.org.uk/keeping-children-safe/online-safety/online-safety-for-under-fives) - guidance on keeping children safe online
· Internet Matters (internetmatters.org) — practical advice for parents of young children
· Ofcom (ofcom.org.uk) — annual research and guidance on children's media habits, including under-5s
· We will make ourselves available to discuss any concerns parents may have regarding their child's online safety, both within the setting and at home
· Online safety guidance for families will be reviewed and updated regularly to reflect current risks and best practice

Filtering and Technical Safeguards

Monkey Puzzle is committed to ensuring that all technical measures are in place to protect children, staff and families from harmful or inappropriate online content. To support this:
· All setting devices connected to the internet are protected by appropriate antivirus and anti-spyware software, which is kept up to date and reviewed regularly
· Content filtering, privacy settings and safety modes are applied to all devices used within the nursery, including tablets, computers and any other internet-enabled equipment
· Passwords for all setting devices and online accounts are kept secure and are not shared with unauthorised individuals
· Only nursery-owned and approved devices are used with children. The use of personal devices by staff in areas where children are present is not permitted, in line with our Mobile Phone and Camera Policy
· All technical safeguards are reviewed as part of the setting's regular risk assessment process to ensure they remain effective and up to date
· Filtering, privacy settings and monitoring arrangements will be checked at least annually, and sooner if concerns, incidents, new devices, new apps or changes in use indicate that a review is needed.
· Parental consent must be obtained before images or recordings of children are created, stored or shared. Images and recordings must be stored securely and used only for authorised nursery purposes.
· Images and recordings stored on nursery IT equipment must be reviewed regularly and securely deleted when they are no longer required, in line with the nursery’s retention, safeguarding and data protection procedures.

E-Safety Incident Reporting

In the event of any breach of this policy, or any concern relating to children’s online safety, incidents should be reported to the Management Team and the Designated Safeguarding Lead immediately. This includes concerns about inappropriate content, contact, conduct, image sharing, device misuse, online communication, social media or any technology-related safeguarding risk. All breaches and concerns must be recorded, risk assessed and dealt with in line with the Safeguarding and Child Protection Policy, Staff Code of Conduct, Mobile Phone and Camera Policy and GDPR Policy. Where required, the setting will follow local safeguarding partner procedures and make referrals to children’s social care, the Local Authority Designated Officer, Ofsted or other relevant agencies without delay.


Links and Resources:

· Internet Matters guide for parents and carers: How to keep early years children safe online | Internet Matters https://www.internetmatters.org/advice/0-5/
· Childnet: For a range of educational materials and resources for use with children, parents and teachers www.childnet.com/resources/social-networking-a-guide-for-teachers-and-professionals
www.childnet.com/parents-and-carers/hot-topics/keeping-young-children-safe-online/?tempid=1326955
· Internet Matters: For a range of materials for parents and teachers www.internetmatters.org/schools-esafety/pre-school/
· NCA-CEOP: Education resources for use with children, parents and professionals and advice on safeguarding children from sexual abuse www.thinkuknow.co.uk
· Parent Zone: For a range of education materials and resources for use with children, parents and teachers www.parentzone.org.uk/
· UK Safer Internet Centre: For a range of education materials and resources for use with children, parents and teachers, UK SIC helpline for professionals who are working with children and young people www.saferinternet.org.uk
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